PexoMenganuu A1l KJIMEHTOB 10 CHUKEHHIO PUCKOB
OCyHIeCTBJICHUS NEPEeBOAAa NCHEKHBIX CPEACTB 0e3 corjiacusi KJIHeHTa

B mensx BeimonHenus TtpeboBanmii denepanbHoro 3akoHa ot 27.06.2011 Ne 161-d3 «O
HallMOHAJIBHOW TUIATE)XKHOW cucTeme», Metoanyeckux pekoMmennanuii banka Poccun ot 28.02.2024r.
Ne 3-MP «Meroauueckue peKkOMEHJAUMK [0  YCUJIEHUI0 KPEAUTHBIMH  OpraHMU3aLMsIMU
MHGOPMALIMOHHOM paboThl C KIMEHTaMU B ILEIAX IHPOTHBOJEHCTBUS OCYLIECTBICHHUIO IE€PEBOIOB
JICHEeXKHBIX CPeICTB 0€3 J0OpPOBOJIBHOTO COTJIacHs KIMEHTA, a TaKXKe 3aKIIYEHHIO JOTOBOPOB Ha
NOJydYeHHE KPEIUTHBIX (3a€MHBIX) [JEHEXKHBIX CPEACTB IOJ BIMAHUEM oOOMaHa WIM IIpU
370YMOTPEOICHUH JIOBEPHUEM M OCYIIECTBICHHUIO ONEpaluii ¢ MCHOIb30BAHUEM YKA3aHHBIX JECHEKHBIX
CPEACTB, a TaKXKe BOBJIEYEHUIO TI'PaXJaH B AEATENbHOCTb IO BBIBOAY M OOHAJIMYMBAHWUIO CPEJCTB,
IIOJIyYEHHBIX IPECTYIHBIM IIyTeM», a Takxke [Incema LlentpansHoro banka Poccniickont @enepanyu ot
15 ampens 2022 r. Ne 01-56-5/3143 «O peanuzanuu KPeIUTHBIMH OPTaHU3AIUSAMH MEPOIPHATHN I10
IIPOTUBOAECHCTBUIO OCYILECTBICHHUIO IEPEBOJOB JACHEKHBIX CpeacTB 0Oe3 cornacusa kiaveHtay 00O
«AnTeiHOAHK» (nasiee - baHk) JOBOAMUT O CBOMX KJIMEHTOB MH(OPMAILMIO O CYIECTBYIOLIMX pUCKaX
MOJTyYeHHS 3JI0YMBIIUICHHUKaMH HECAaHKIIMOHUPOBAHHOTO JOCTyNa K 3allUIacMoi HHGOpMaIu
KJIMEHTOB C LENbI0 XMIICHUS JIEHEXKHBIX CPEICTB KJIMEHTOB, a TaKKe JaeT PEKOMEHJAlUu I10
CHIDKEHHIO JTAHHBIX PUCKOB.

K omnepauusM no nepeBojy ACHEKHBIX CPEICTB, COBEPIIAEMBIM 0€3 COIJIacUsl KJIMEHTA, MOTYT
OTHOCUTBCS (BKJIIOUAsi, HO HE OTPaHUYNBASICh):

- OIlepaluy 110 OIUIATe€ TOBAPOB U YCIIYI 4Yepe3 ceTh MIHTEpHET ¢ MCIONb30BAHUEM DIIEKTPOHHOIO
YCTpOICTBa KJIMEHTa (KOMIBIOTED, MIEKTPOHHBIN IUIaHIIET, cMapTPOH, MOOMIBHBIN TenedoH, nainee —
DY) B TOM 4uncIie N0 PEKBU3UTaM 3JIEKTPOHHOT0 cpencTBa miarexa (JCII) knuenTa;

- OIepalMy Mo MEepPeBOYy JEHEKHBIX CPEJCTB, MPEJOCTABICHHBIX KJIMEHTOM OIEepaTopy CBS3U B
KAaueCTBE OIUIATHI YCIIYT CBSI3U, B TOM UHMCIIE IEPEUNCIICHUE IEHEKHBIX CPEACTB HA «KKOPOTKUE HOMEPAY;

- OIlepalyM, OCYLIECTBISIEMbIE C MCIOJb30BAHUEM CHCTEMbI JUCTAHIIMOHHOTO OaHKOBCKOTO
oOciy)kuBaHusi, npenocTtaBasieMoil bankom/mapTHépom baHka (Ha OCHOBAaHUHM  3aKIHOYEHHOTO
JI0OTOBOpA) U YCTaHOBJICHHOM KJIMEHTOM Ha DY

- OIlepalyHy M0 OIUIaTe TOBAPOB U YCIIYT C UCIOJIB30BAHUEM HHBIX NPHIIOKEHNUH, YCTaHOBJIEHHBIX
Ha DY KIIMeHTa.

HecankMOHMpPOBaHHBIA IEPEBOJ JCHEKHBIX CPEICTB MOXKET IPOBOJUTHCS  BCIEICTBUE
3apakeHust OV KIMEHTa BpEJIOHOCHBIM IporpaMMHBIM oOecnieueHueM (nanee — BIIO) wumm
MOCPEACTBOM YJIAIEHHOTO JOCTYIA K YCTPOMCTBAM KIIMEHTA.

3apakenne DY KIMEHTa OCYILECTBIISIETCS uepe3 crnam-paccbulky SMS mim MMS-coobuieHwit,
COOOIIIEHUH AIIEKTPOHHON MOYTHI, COJIEPKAINX CChIIKM Ha BHEUIHHE PECYpChl, WIM MPHU NEpexoje Mo
cchlIKaM Ha pecypcebl cetu MHTeprer. [Ipu nepexone no takum cebuikam BITO ycranaBnuBaercs Ha OY
KineHTa. Takke BHeapeHne BIIO Ha ycTpolicTBa KIMEHTOB NPOU3BOJUTCS C HCIOJIB30BAHHEM
BUPYCHBIX IIPOrpaMM, MAacCOBO pacHpOCTpaHSAEMBIX B ceTU VIHTEepHET uepe3 B3JIOMaHHBIE CAMTHI,
COLIMAbHBIE CETU M JIPYTHe CEeTeBbIE CEPBUCHI, CBOOOAHO pactpocTpansemoe BIIO u mp. Yepes caifTb
POCCHICKMX W MEXIYHapOAHBIX COLMAJIbHBIX CeTe M uepe3 peKIaMHO-OaHHEpHbBIE CETH,
pacnpocTpaHsieTcss HauOoJIblIee KOJTUYECTBO BPEJOHOCHBIX MPOTPAMM.

BIIO moxer 06agath pa3mu4HbIMUA BO3MOXHOCTSIMU, B TOM YHCJIE:

- (opMHpOBaTh U OTNPABIATH OT UMEHH KJIMEHTA PACIOPSKEHHS Ha MIEPEBO/I ICHEXKHBIX CPEICTB,
B TOM 4ucIie B BUe SMS-coo01ieHnii Ha «KOpOTKHE HOMEpay;

- (opMupOBaTh U OTNPABIIATE OT UMEHH KIIMEHTA PACIIOPSKEHHsI Ha TIEPEBO/ IEHEXKHBIX CPEICTB
C MCIIOJIb30BaHUEM IPUIIOKEHUH, IPETHA3HAYEHHBIX JUIsl OIUIAThl TOBAPOB U YCIYT;

- IepexBaTblBaTh COOOULIEHUs C KOJAaMM NOATBEPXKICHMs, MpUXoAdle Ha DY B LemsIx
MIOATBEPKICHUS OIEpaIiy.

Haubonpmmii puck Takux omeparuii cBsi3aH ¢ TeM, 4to B psae ciaydaeB BIIO ckpsiBaeT oT
KJIMEHTa Npuxosaimue or banka uinu oneparopa CBsS3U YBEJOMJIEHHUS O CIIMCAHUM JICHEXHBIX CPEICTB.
Taxkum 00pa3om, KIMEHT, HE 3Has O HECAHKLIMOHUPOBAHHOM ONEpalMu C €ro ACHEKHBIMH CPEJICTBAMH,
HE MOXXET HampaBUTh B baHK B ompenenéHHbIE 3aKOHOAATENILCTBOM CPOKH YBEJIOMIIEHHE O (pakTe
NepEeBO/Ia IEHEKHBIX CPEACTB O€3 €ro CoryiacHsl.



OOpamaem Baimie BHMMaHue Ha CIEAYIOIIME CIy4aW MOBBIIMIEHHOTO pHCKAa MPU TNEPEBOAE JECHEKHBIX
CpPE/ICTB:

* HCIIOJIb30BaHUEC yCTpOfICTB, NpEeaAHAa3sHAYCHHBIX IJIA MEPCBOAA ACHCKHBIX CPCACTB, AJIA JOCTYyIIa
yepe3 ceTh MHTEpHET B BHPYCO-ONACHBIE PECYpPChI, TaKWE KaK COIMAIbHBIC CETH, JPYIHE CETEBbIC
CCPBUCHI, BKJIKOYAA ITOYTOBLIC KIIMCHTBI;

+ HaJM4YHMe Ha YCTPOMCTBE, MpPEAHAa3HAYEHHOM IS IIEPEBOA JICHEKHBIX CPEJICTB, BPEIOHOCHOIO
I1O, nporpaMM yaaleHHOrO IOCTyMa K pecypcaM yCTpoHcTBa MO0 CBOOOJHO pacipoCTPaHSEMOro
BIIO;

+ OTCYTCTBHE Ha YCTPOWCTBE, MPEAHA3HAYCHHOM Ui MEPeBOJa JCHEKHBIX CPEICTB, JINOO
HeperyJsspHoe 0OHOBJICHUE aHTUBUPYCHBIX 0a3;

* MHCIIOJIb30BAHUC HCAKTYaJIbHBIX BepCI/Iﬁ CUCTCM, UCIIOJIB3YCMBIX IUIA IMEPCBOJA ACHCIKHBIX
CPEJICTB;

+  XHIICHHE HOCUTEICH MHPOPMALUU H/UIH O0BEKTOB, HCIOIB3YEMBIX IIPU IEPEBOJIEC ICHEKHBIX
CpPE/ICTB WM HECAHKIIMOHUPOBAHHOE KOTIMPOBAHUE JTAHHBIX;

+ OTCYTCTBHE KOHTPOJISI (PM3UYECKOTO JOCTyMa K 00bEKTaM, UCIOJIb3YeMbIM IPH MEPEBOJIC
JICHEXKHBIX CPEICTB;

+  HeperyJsipHasi IPOBEPKa BXOAIINX JEKTPOHHBIX TOKYMEHTOB.

Taxxe 3JIOYMBINIJICHHUKH, WCIIOJB3YyA MCETOAbL COIII/IaJH)HOI\/JI HHKCHCPpHUUN (Hpe[[CTaBI/IBHII/ICI)
coTpynHukamMu banka, omeparopa CBsi3u), MOTYT OOMaHOM BBIHYAWUThH KIIMCHTA COOOIIUThH JaHHBIC IS
MMpoBCACHUA OIICpalvid — KOABI OO0CTYIIa, KOIbI SMS-HOIITBCp)KIICHI/Iﬂ U OCyHICCTBUTH C
HCIIOJIb30BAHUEM TAKHUX CBEJACHUH HECAHKIIMOHUPOBAHHBIC OIICPALIHH.

B ciyuyae oOHapy)XeHHsI CHHMCAHUS JACHEXKHBIX CPEACTB HEOOXOIUMO HE3aMEJIMTEIbHO, HO HE
MO3Hee JHS, CICAYIOUIEro 3a JIHEM IMOJydeHUs OT baHka WM OT omeparopa CBSA3U YBEIOMJICHHS O
COBEpIIICHUH OIEpalii, 00paTuThcs B BaHK Wiu K omeparopy CBs3H (€CiaM MPOHU3OILIO CIIUCAHHE
JICHE)KHBIX CPEJCTB, MPEIOCTABICHHBIX ONEPATOPy CBS3M B OIUIATY YCIYr CBSI3H, B TOM YHCIE
MEePEYHCIICHUE JIEHEKHBIX CPEACTB HA «KKOPOTKHE HOMEPA»).

KuuenrtaMm cjiegyer yYuThIBAThH CJIeAYyIONINE PEKOMEHIAUMHU IJI CHUKEHHUS] PUCKA XUIIIEHUs
AEHEKHBIX CPe/ICTB:

1. He cneagyer cooOmiaTe MOCTOPOHHUM JIHMIIAaM CBOIO TepcoHalbHylo uHpopmanuio (DPUO,
pexkBu3uthl JCII, moruH, mapons, HOMEp KapThl, cyeTa, macnoprta u T.1.). CoTpyanuk banka mmeer
MPaBO YTOYHSATH y KJIMEHTa MOJ00HYI0 MH(POPMAIIMIO TOJBKO B CIIydae, €Clu KIMEHT CaMOCTOSITEIIbHO
obpatuiics B baHk.

2. B cnydae yrepu DY HEoOX0oAMMO He3aMeIUTENBHO 3a010kupoBaTh SIM-kapTy y omeparopa
COTOBOM CBSI3H.

3. B ciyuyae wm3meHeHwmss Homepa TeieoHa HYKHO oOpaTHThCs B bBaHK is W3MEHEHUS
TeneoHHOrO HOMepa, MO KOTOPOMY OCYIIECTBISIETCS MOCTyn K cepBucam banka. Heobxomumo
MMOMHUTB, YTO CTAPBIi HOMEP COTOBBIM OTEPATOP MOXKET MepeaaTh APyroMy aOOHEHTY B ciydae, eCiu
OH HEaKTUBEH HEKOTOPOE BpEM.

4. Eciiu y Bac HeoxxnmanHo nepectana padotats SIM-kapTa — He3aMeUIUTENILHO 00paTUTECh K
orepaTopy COTOBOM CBSI3M IS BBISICHEHHUS NMPUYMH, TaK KaK 3TO MOXET OBITh OJHUM W3 MPU3HAKOB,
COBEpIIAEMbIX B OTHOIIEHWH Bac TpeTbuMu TMiiaMu MOIIEHHUYECKUX JCHUCTBUIA.

5. lng mepeBoja IEHEKHBIX CPEJICTB UCTIONIB3YHTE 3alUIICHHbIE DY — HE MBITAWTECh 0OXOAUTH
YCTaHOBJIEHHBIE IIPOU3BOANTENIEM DY MporpaMMHBIE CpeAcTBa 3auThl. He nepenpommsaiite cBoe JY
MPOrpaMMHBIM 00eclieYeHeM CTOPOHHUX JIMII, HE SBISIOUIMXCS MPOU3BOJUTENSIMUA yCTPOWCTBA, T.K.
3TO MOJXKET cAeNaTh Baile ycTpolcTBO ysA3BUMBIM K 3apakeHuro BITO.

6. He momyckaercs pabotath Ha DY M OCYIIECTBISATh NMEPEBOABI JIEHEXKHBIX CPEICTB 4Yepes
nyonmynabie OecripoBoaubie cetd (free Wi-Fi), Hesammuinenusie GecnipoBoanbie ceth. CrienuaibHbIe
MPUJIOKEHUS TIPUMEHSIOT MEXaHHM3MBbI 3alllUThl CBOUX JIAaHHBIX MPHU IMEpeaaye, a TaKk Kak MyOIMYHbIe
OecrpoBOJHBIE CETU CPABHUTEIBHO TPYyAHEE KOHTPOIHUPOBATH, TO y 3JIOYMBIIUICHHUKOB MOSBISIETCS
00JbIlIe BO3MOXKHOCTEH [IJIsl TIOMBITOK 00XO0Ja 3allUTHBIX MeXaHu3MOB. J[ns paboThl HEOOXOIUMO
WCIIOIh30BaTh MOJIKIIOUEeHNE K ceTu HTepHeT yepe3 oneparopa moounbHo# cBsizu (3G, 4G) wim uepes
JIOBEPEHHYIO 3aIIUIIEHHYIO0 OECIIPOBOIHYIO CETh.

7. Ilpn co3gaHMM 1naposied NOpUAEpKUBalWTECh cieayromux npasuia. He npomyckaercs
HCIOJIb30BaTh B KauecTBE MapoJis MPOCThIE, JIETKO yrajapiBaeéMble KOMOUHAUWN OYKB M LU]p, a TaKxke
MapoJIH, UCTIOIb3yeMbIe JJIs IOCTyIa B Ipyrue cucteMsl. [laponb momkeH ObITh HE MeHEe 8 CHMBOJIOB,



B UHCJE€ CHUMBOJIOB Mapojsi 00s3aTENbHO MOJKHBI NMPUCYTCTBOBaTh OYKBbI B BEPXHEM U HIIKHEM
peructpax, MUQphI U CrieuaibHble CUMBOIHI (@, #, $, &, *, % u T.11.). [1aponp He TOKEH BKIIIOYATh B
ceOst JIETKO BBIYHCIISIEMbIC COUCTAHMSI CHUMBOJIOB (MMEHa, (paMUIuu, TOJ POXKACHUS, HOMEp TenedoHa u
T.IL.).

8. HeoOxonuMo XpaHuTh KOJ JOCTylla B TailHE W MpeANpUHUMATh HEOOXOIMMbIE MeEpbI
MPEIOCTOPOKHOCTH  JJI1  HPENOTBPALICHUs] €ro HECAaHKIMOHUPOBAHHOIO HCIONb3oBaHMs. He
PEKOMEHIYeTCsI 3aMTUChIBATh KOJI JOCTYIIA TaM, T/Ie JOCTYI K HEMY MOTYT MOJIYYUTh IIOCTOPOHHHUE JIUIIA
(BKIIOUAst He3a0JI0KHpOBaHHOE DY).

9. He coobmath koa moctyna, SMS-kozbl, HeOOX0oauMBbIe A poBeAcHus oneparuii, [IMH-kox
IUIATeKHOM KapThl M KOHTPOJBHBIM KOJ, YKa3aHHBIH Ha OOOPOTHOW CTOpPOHE IIATEKHOM KapThl
(CVV/CVC-xon) MOCTOPOHHUM JIUIIaM, COTpyAHMKaM baHka, GaHKa->MUTEHTa KapThbl MO TenedoHy,
AJIEKTPOHHOM [MOYTE UM UHBIM criocoOoM. [Ipy BOSBHUKHOBEHUU MOAO3PEHUS, YTO TaKUe JaHHBIE CTAIH
W3BECTHBI TPEThEMY JIUILY, HEOOXOAMMO COOOIIUTH 00 TOM MO KOHTAKTHBIM Telie)OHAM, YKa3aHHBIM Ha
oduimaabLHOM caiite banka.

10. He ocrasmsiite DY 6e3 npucmorpa. OrpaHHUbTe JOCTYI IIOCTOPOHHHX JIMII K KOMIIBIOTEPY, C
KOTOPOTO OCYIIECTBIISIETCS MIEPEBOJIBI JEHEKHBIX CPEACTB. Y CTAHOBUTE MapoJib HA JAOCTYI K DY u/uiu
Ha goctynl K SMS-cooOmeHusiM. DTO 3aTpyIHUT OOCTYI 3JOYMBIIUICHHHKaM K DY B cllydae €ero
yTpaThl.

11. HeoOxomuMo mnpUMEHAT, Ha DY JIMIEH3WOHHBIC CPEICTBA AHTUBUPYCHOW 3alllUTHI,
paboTaromiyie B aBTOMaTHYECKOM PEXHME, U PEryISpHO B PEKOMEHIyeMble pa3padOTYMKaMU CPOKHU
IIPOBOAUTH UX OOHOBJICHUE.

12. OrtxirodeHre Wi HECBOCBPEMEHHOE OOHOBJICHHE aHTHBUPYCHBIX CPEJICTB, YCTAHOBIICHHBIX
Ha DY He nomyckaercs. B ciiydae oOHapyxeHus Ha DY HEIMITaTHOTO OTKJIIOYEHUS aHTHBUPYCHBIX
CpEeICTB — He JomyckaeTcss pabora Ha DY M OCYIIECTBICHHE MEpPeBOJA JCHEKHBIX CPEACTB N0
yCTpaHEHUS IPUYUHBI HEIITATHOTO OTKITFOYCHHS.

13. Heobxomaumo ocymiecTBisTh mpoBepky DY Ha Hammuue BIIO mepen Hadamom paGoThl, a
TaKKe mociie noctyna k Bamemy DY coTpyIHHKOB TEXHUYECKON MOACPIKKH PA3TUUYHBIX OpTraHU3aIfil
WM JIOOBIX JAPYrUX YAacTHBIX MAaCTEPOB, BBIMOIHUBIIUX pPa0OTy MO YCTAaHOBKE, OOHOBJICHHIO U
MOJIJICPKKE PA3THYHBIX TIPOTPAMM.

14. HeobxoauMo Ha TOCTOSHHOW OCHOBE PETYJSpHO, HAlpUMeEp, €KEMECSYHO, MPOBOJIUTH
MIOJIHYIO TIPOBEPKY DY, Ha KOTOPOM IPOHU3BOUTHCS TIEPEBOIBI JICHSKHBIX cpeAcTB, Ha Hammuue BI1O.

15. He pexomenpayercsi mepenaBath DY Ui HCIOJB30BAaHUS TPETbUM JIMIIAaM, B TOM 4YHCIIE
POJICTBEHHUKAM, T.K. Ha OCTaBJIEHHOM Oe3 mpucmorpa DY MOXKET ObITh COBEpIIEH psii ACHCTBHIA,
HaMpaBlIEHHBIX Ha MOJyuYe€HHE JOCTyNa K MEepCOHaNbHBIM AaHHbIM, [IMH-kon mnaTe:xHOl KapThl U
KOHTPOJIbHBIA KOJ, yKa3aHHBIM Ha 000poTHOM cropoHe muiaréxHoi kapTsl (CVV/CVC-kox) u uHbIe
nanHele. Hampumep, 3moyMmbIlieHHUK MokeT yctaHoBuTh BIIO, Hactpouth mepeanpecanuto SMS-
COOOIIECHUH Ha IPYroe yCTPONUCTBO | T.1I.

16. He pexomeHayeTcs MEPEeXOAUTh MO CChUTKAM, IPUXOISAIINM B MOYTOBBIX cOOOmeHUsX, SMS
1 MMS-coo0mennsix 13 HEJOCTOBEPHBIX MCTOYHUKOB, B TOM YHCJIE€ HAa W3BECTHBIC CAMTHI, a TaKXKe
3arpyarth U yCTaHABIUBATh Ha DY MpOrpaMMHOE 00ecTieueHIE U3 HETOCTOBEPHBIX HCTOYHUKOB.

17. BynpTe BHUMATENbHBI TIPU MOTYUYEHUU MHCEM WA CMC-COOOIIEHHH sikoObl OT MMeHu baHka.
OCHOBHBIE MPU3HAKH, TOTO, YTO COOOIIEHUE OTITPABIICHO MOIIICHHUKAMH:

- CCBUIKa, yKa3aHHas B COOOIICHHH, HE COJCPKUT Ha3BaHUs baHka, JIHOO CONEPKUT €ro B
HCKOKEHHOM BHJIC;

- 3ampaiiuBacMble B COOOIICHUU JeHcTBHs TpeOyroT Barero cpodyHoro orBera Wi MPUHATHS
HEMEJIEHHOTO JIEHCTBUS (Balll cueT OyAeT 3a0J0KUPOBaH);

- B cooOmieHnn TpedyeTcsl MpeaoCTaBUTh, OOHOBUTH WJIM TOJATBEPAUTH Bail norvH U mapoib K
CUCTEMaM JUCTAaHIIMOHHOTO OAHKOBCKOT'O 0OCITYKUBaHUs (B CIydae UCIOJIb30BaHus ux Kiuentamn);

- CoAepXUT MHPOPMAIMIO, YTO Ha Bamr cyeT mocTynuiau ACHEKHBIE CPEACTBA, KOTOPHIX BbI HE
OKUJIAJIH.

18. Ilpu oOpamenuun oT umeHW banka 1o TenedoHy, 3JIEKTpOHHOM moure, yeped SMS-
COOOIICHUS JIMI] ¢ TTPOChOaMK COOOIIUTh WM MepenaTh KOHPUACHIHAIbHYI0 UHPOPMAIUIO (KITHOYH,
MApOJIH U Tp.) HU MPHU KaKUX OOCTOATETHCTBAX HE COOOIIATh NaHHYIO HHpopMaluio. baHk HUKOr/Ia He
3anpammBaeT y KIMEHTOB MEPCOHANILHBIE JaHHbIE.



19. Ilpu oOmeHuu ¢ COTpyIHHKaMU baHka TONB3yHTECh TOJBKO TeMH TeneoHaMH, KOTOphIE
yKa3aHbl Ha caiiTe 0aHka, TM00 MmoaydeHsl BaMu OT COTpyTHUKOB OaHKa JTMYHO.

20. Cnemyer peryaspHO TPOBEPATh BXOMSIIUE DJICKTPOHHBIC JOKYMEHTBI B OJICKTPOHHOM
cucreMe. B ciydae OTCYTCTBHS peryisipHbIX HPOBEpOK BBl MoOXeTe He MpOYUTaTh YBEIOMIICHHE O
COBCPUICHHBIX IICPEBOAAX ACHCKHBIX CPCACTB WM HC OTCICAUTH HCCAHKIMOHUPOBAHHLIC OIICpAllMU B
CITy4ae X COBEPIICHHUS.

21. HeoOXoauMoO MPOBOAMTH KOHTPOJIb CYMM U TOJyYarelel IUIaTeKHBIX JIOKYMEHTOB B
WH(POPMAIIMOHHOM OKHE JJICKTPOHHOW CHCTEMBbI TpPHU BBIXOJE Ha CBsI3b C baHkOM, a Takke
KOHTPOJUPOBATL KOJUYCCTBO U CYMMY OTIIPABJICHHBIX IJOKYMCHTOB II0 IIOJYYCHHBIM OT banka
KBHUTAHIIHSIM.

22. Cnenyer peryisipHO KOHTPOJHMPOBATh COCTOSHHE CBOMX CYETOB W HE3aMEIUIHTEIHHO
nHpopmupoBath baHk 000 BCeX MOMO3PUTENIBHBIX WJIA HECAHKIIMOHHUPOBAHHBIX OIEPALUAX B
cootBeTcTBUM C JloroBopom. Ilpu ycTaHOBKe mTOpsSAKa PETYISIPHOTO KOHTPOJIS PEKOMEHIYyeM
NPUHUMATh B pacu€T, YTO IMEPEBOJBI JICHSKHBIX CPEICTB, B OTHOIICHHWE KOTOPHIX HACTYIHJIA
0€30T3bIBHOCTb ITEPEBO/IA ICHEKHBIX CPEACTB, HE MOTYT OBITh MPHOCTAHOBIICHBI.

23. B ciyyae HEOXHMIAHHOTO BBIXOJA M3 CTPOs YCTPOMCTBA, JIMOO TpoNajaHUs HAa HEM
MIPOTPAMMHOTO OOecIieueH s, HEOOXOJMMO MPEKPATHTh Ha YCTPOHCTBE padOTy, OTKIIOYHMB €ro OT BCEX
BUJIOB CETEH, BKIIIOYAsl IOKAIbHYIO KOPIIOPATUBHYIO CETh, © MOJIEMOB, CPOYHO CBsI3aThesi ¢ bankom st
OJIOKMPOBKH, 3alpOCUTh BBIIUCKY 10 CUYETy HemocpeacTBeHHO B banke. Ilpum oOHapykeHHH
HECAaHKIIMOHMPOBAHHBIX TUIATS)KHBIX OIEpaIii HamucaTh 3asBiicHHE B baHK, a Takke oOpaTUThCS ¢
COOTBETCTBYIOIIUM 3asIBJICHUEM BIIPABOOXPAHUTEIILHBIC OpraHbl. Pab0TOCIIOCOOHOCTH TTOBPEKICHHOTO
YCTPOMCTBA HE BOCCTAHABJIMBATH 0 TIPOBEICHUS TEXHUYECKOM SKCIIEPTU3HI.

24. TlosiBeHHE HA SKpaHE YCTPOWCTBA BO BPEMs OTCYTCTBHS COCIMHEHUSI ¢ OAHKOM COOOIICHUH,
MPOBOLMPYIONIMX HAa CTAHOBJICHHE TAaKOTO COCIUHCHHUS, CBUJICTEIILCTBYET O HAIMYUHM BPEIOHOCHOTO
[10. B nanHON cuUTyalluM YCTAHOBJIEHHE COEJUHEHHMS C OAaHKOM MOXET IPUBECTU K OTIPABKE
¢danpmmBoro gokymeHta. [Ipu mosiBieHHH MOAOOHOTO COOOIIEHUS HEOOXOJUMO MPOBECTH KOHTPOJb
IUIAaTCKHBIX JOKYMCHTOB, HAXOAAIIUXCA B CTATYCC - ((BI)Il"py}KeH».

25. B ciywyae ecnid HMEIOTCS TPEANONOXKEHUS O PACKPBITHH Tapoyis JocTyma, Bammx
MEPCOHANIBHBIX JAHHBIX, MO3BOJIAIOMIUX COBCPIINTHL HCIIPABOMCPHBIC I[CI\/JICTBI/ISI C UX HUCIIOJBb30BaHHEM,
He00X0IMMO HEMEJIEHHO 00paTUThCs B baHK U cliejoBaTh yKa3aHUsIM cOTpyaHUKa baHka.

26. B cimyuae eciu B mporiecce paboTel Ha DY 00HApYyKEHBI KaKHe-TO HEe MMEBIIIHE paHee MecTa
coObITUA (HEmTaTHbie HMH()OPMAIMOHHBIE OKHA, IUIATeXW, Bamu He MNPOBOAMBIIMECS WU HE
CaHKIIMOHUPOBAHHBIE, COOOIIEHUsI 00 OMIMOKAX, COOOIIEHUS] 0 HEBEPHOM KITFOYE JTOCTYIIAa WU TapoJie,
U T.1.) 3aQUKCUPYITE CYTh COOBITHS, MPEKpPATUTE PabOTY, BHIKIIOYUTH KOMITBIOTEP U HE3aMEIUTEIHHO
YBEJOMHUTE O COOBITUM COTPYIHUKOB baHka

IMpenynpexnenue:

IIpn nmonyuyenun or banka Poccun B mopsake, ycTaHOBIEHHOM YKa3zaHueM banka Poccum or
08.10.2018 Ne 4926-Y «O ¢opme u mopsiiKe HampaBlIEeHUs OINEpaTopaMH MO MEPEeBOAY JEHEKHBIX
CpEZCTB, ONepaTOpaMy IJIATEKHBIX CUCTEM, OIlepaTOpaMu YCIIYT IIATeKHOW MH(pacTpyKTypsl B baHk
Poccun mHbOpManmu 060 Bcex ciydasx W (MJIM) MOMBITKAX OCYIIECTBJICHHUS TMEPEBOJOB JEHEKHBIX
cpeactB 0e3 corjacus KJIMEHTa M mojydyeHus uMu ot banka Poccum mHbopmanuu, conepxaiieiics B
0a3e JaHHBIX O CIIydasX U IOIBITKaX OCYLIECTBJICHUS IMEPEBOJIOB JACHEKHBIX CPeNCTB 0e3 coriacus
KJIMEHTA, a TAKXKE O MOPAJKE peaM3allii OllepaTOpaMH 10 NEPEBOY AEHEKHBIX CPENICTB, ONEpaTOpaMu
IUTATEeKHBIX CHUCTEM, OIEpaTopaMH YCIyr IUIATeXHOH HHQPPACTPYKTYPbl MEpPONPHUATHHA IO
MIPOTUBOACHCTBHUIO OCYIIECTBIEHUIO MEPEBOOB JCHEKHBIX CPEACTB O€3 corjacus KJIMeHTa» (Jajnee -
Vkazanue Ne 4926-V), undpopmanuu u3 0a3bl JaHHBIX O CJIy4asxX M MOMBITKaxX OCYIIECTBICHHS
MEePEBOIOB JICHEXKHBIX CpPENCTB 0e€3 coriacusi KiIWeHTa (maiee - 0a3a MaHHBIX), B TOM YHCIE
CIEIMAJIBHOTO KOJAa HOMEpa JOKYMEHTA, YJOCTOBEPSIOIIEr0 JUYHOCTh IOJydyaTessd CPEACTB 110
NepeBO/iaM JICHEKHBIX CPEJCTB 0e3 coriacus KIMEHTa, PEKOMEHJYeTCsl OLEHMBATh PUCK HAPYIICHUS
KJIMEHTaMH TOPsJIKa UCIOJIb30BaHUA 3JIEKTPOHHOrO cpenactBa Iuiatexa (ganee - OCII), B ToM umcie
puck nepemaun IOCII Tperbum nmnaMm. Ouenka pucka mnpoBoautTcs bankom B otHomenuu OCII,
NPUHAIISKAIMX JTUIaM, UHQOpMAIMs O CHEeIHaTbHOM KOJE HOMEpa JOKYMEHTa, yJOCTOBEPSIOIIETO
JMYHOCTh KJIMEHTA - (PU3UYECKOTr0 JIMIA, KOTOPBIX BKIIOYEHA B 0a3y JaHHBIX.
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B cnydae BeisiBiIeHUST Takoro pucka baHk mMeer mpaBo ¢ ydeToMm TpeboBaHHMi yacTu 9 crathu 9
®enepanpHoro 3akoHa or 27.06.2011 Ne 161-®3 «O HauMOHAIBLHON IUTATE)KHOW CHCTEME»
IIpHUOCTaHABJINBATh HCIOJb30BAHUC OCII YKazaHHbIMU KIIMCHTAMH - (l)I/ISI/I‘-ICCKI/IMI/I JmnamMmm ¢
He3aMe/UIUTEIbHBIM HalpaBlIeHUEM KIHEHTY YBEIOMIICHHUSI.
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